Key Links — Primary Schools

E-Safety and Cyber Security

How Secure Is My Password? — Demo seen in the video

Have | been pwned? - Tool to check if your email account has been in a data breach

RCCU WM Website — West Midlands Regional Cyber Crime Unit

Safer Internet Day — Organiser of the event and has loads of useful guides and lesson plans

Regional Organised Crime Units — List of all the ROCUS across the UK, with websites and contact details

Cyber Choices — Diverts young people from cybercrime to positive career pathways

Barefoot Resources — Has great e-safety resources, lesson plans and activities (the phishing exercise was
mentioned in the video)

Internet Matters for Primary Schools — Has great keeping safe online information

Gaming Advice Hub — Internet Matters

Fake news and misinformation advice hub
Protecting children’s online data and privacy
Online pornography advice hub

BBC — Help Your Students Spot False News

Better Internet for kids

ICO School Resources — Has lesson resources and worksheets for teachers

Get Safe Online — Offers aged appropriate e-safety advice for safeguarding children

NCA Cybercrime Lesson Plans

Education for a Connected World

Teacher training: internet safety and harms - GOV.UK

Online safety training sessions - UK Safer Internet Centre

Keeping children safe in education - GOV.UK

Technical Development Opportunities

School of Coding - UK's largest Coding & Computer Science educator for children and adults (featured in
videos, West Midlands)

School of Code - Free Coding Bootcamp For Everyone | School of Code

CyberSprinters - Exciting new interactive online security resources for 7-11 year olds.

Cyber Choices — Diverts young people from cybercrime to positive career pathways


https://www.security.org/how-secure-is-my-password/
https://haveibeenpwned.com/
https://www.wmcyber.org/
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2022
https://www.ncsc.gov.uk/information/regional-organised-crime-units-rocus
https://nationalcrimeagency.gov.uk/what-we-do/crime-threats/cyber-crime/cyberchoices
https://www.barefootcomputing.org/primary-computing-resources
https://www.internetmatters.org/
https://www.internetmatters.org/schools-esafety/primary/
https://www.internetmatters.org/resources/online-gaming-advice/
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/
https://www.internetmatters.org/issues/privacy-identity/
https://www.internetmatters.org/issues/online-pornography/
https://www.bbc.co.uk/programmes/articles/4fRwvHcfr5hYMMltFqvP6qF/help-your-students-spot-false-news
https://www.betterinternetforkids.eu/home
https://ico.org.uk/for-organisations/posters-stickers-and-e-learning/school-resources/?s=03
https://www.getsafeonline.org/
https://pshe-association.org.uk/curriculum-and-resources/resources/exploring-cybercrime-ks3-lesson-plans-national#:~:text=PSHE%20education%20provides%20an%20ideal%2cproviding%20key%20facts%20about%20cybercrime.
https://gbr01.safelinks.protection.outlook.com/?url=https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/896323/UKCIS_Education_for_a_Connected_World_.pdf&data=04%7c01%7cvickie.cieplak%40westmidlands.police.uk%7c45cb85b51b0e4753d89108d9bbcbc7d5%7c2b0f1af29e024cfb982fc61fd716ee98%7c0%7c0%7c637747306168034066%7cUnknown%7cTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7c3000&sdata=1vbxEMqo5aBtMY6L7McHjOJB9jqD7SCBKwQJTB35chw%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https://www.gov.uk/government/publications/teacher-training-internet-safety-and-harms&data=04%7c01%7cvickie.cieplak%40westmidlands.police.uk%7c45cb85b51b0e4753d89108d9bbcbc7d5%7c2b0f1af29e024cfb982fc61fd716ee98%7c0%7c0%7c637747306168034066%7cUnknown%7cTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7c3000&sdata=6MmZs9RCAPgEhCt5tc9HC2pWKJamL%2BlTwD3zgsJZQLg%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https://saferinternet.org.uk/guide-and-resource/teachers-and-school-staff/online-safety-training-sessions&data=04%7c01%7cvickie.cieplak%40westmidlands.police.uk%7c45cb85b51b0e4753d89108d9bbcbc7d5%7c2b0f1af29e024cfb982fc61fd716ee98%7c0%7c0%7c637747306168034066%7cUnknown%7cTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7c3000&sdata=cGQtC5W4owiDT6XWaL%2Bpe3dwAFKUDUlhpZfOkn9CUts%3D&reserved=0
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.schoolofcodinguk.com/
https://www.schoolofcode.co.uk/
https://www.ncsc.gov.uk/cyberfirst/cybersprinters
https://nationalcrimeagency.gov.uk/what-we-do/crime-threats/cyber-crime/cyberchoices

CyberFirst — A programme designed to nurture cyber security skills for people aiming for a career in the
industry

TechTalent Academy launches The Hacking Lab - Techtalent Academy — (West Midlands)

Cyber Security Challenge UK — Has free cyber security lesson plans

CodeAcademy — Learn to code for free
CoderDojo — Community of 2416 free, open and local programming clubs for young people
Code Club — Free coding clubs for 9-13 year olds

How can you get help?

Thinkuknow — CEOP e-safety education for all age groups
Childline — Has great e-safety advice and can be used to report
NSPCC — Has great advice

Action Fraud — Main reporting service for fraud and cybercrime in the UK


https://www.ncsc.gov.uk/cyberfirst/overview
https://techtalent.academy/techtalent-academy-launches-the-hacking-lab/
https://cybersecuritychallenge.org.uk/resources/teachers
https://www.codecademy.com/
https://coderdojo.com/
https://codeclub.org/en/
https://www.thinkuknow.co.uk/
https://www.childline.org.uk/
https://www.nspcc.org.uk/keeping-children-safe/
https://www.actionfraud.police.uk/

